Annex B - Data protection Standard Contractual
Clauses (controller to processor) Q
S

SECTION | <</\}
N

CLAUSE 1 - PURPOSE AND SCOPE O

(a) The purpose of these standard contractual clauses is to ensure complianc \ﬁ the requirements of
Regulation (EU) 2016/679 of the European Parliament and of the Cou 27 April 2016 on the
protection of natural persons with regard to the processing of personal (@a and on the free movement
of such data (General Data Protection Regulation) for the transfer {%ssonal data to a third country.

(b) The Parties: Q
(i) The COST Association, located at Avenue du Boulev Iwerklaan 21, 1210 Brussels, Belgium,
an international not-for-profit organisation (AISBL) er Belgian law, registration number
0829.090.573, represented by Dr Ronald de Brui ctor of the COST Association, hereinafter
referred to as the “COST Association”, (hereinaftektheé data exporter)
And

D

(i) Institution, Full address, represented QName of the legal representative, Legal Representative,
hereinafter referred to as the “Grant H ’, (hereinafter the data importer)

have agreed to these standard con ual clauses (hereinafter: ‘Clauses’).

(c) These Clauses apply with re;ﬁéct to the transfer of personal data as specified in Annex I.B.

(d) The Appendix to these Q&ses containing the Annexes referred to therein forms an integral part of

these Clauses Q

CLAUSE 2 @%T AND INVARIABILITY OF THE CLAUSES

@) The@*ﬁauses set out appropriate safeguards, including enforceable data subject rights and
effec '@egal remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and,
w?éspect to data transfers from controllers to processors and/or processors to processors, standard
contractual clauses pursuant to Article 28(7) of Regulation (EU) 2016/679, provided they are not
modified, except to select the appropriate Module(s) or to add or update information in the Appendix.
This does not prevent the Parties from including the standard contractual clauses laid down in these
Clauses in a wider contract and/or to add other clauses or additional safeguards, provided that they do



not contradict, directly or indirectly, these Clauses or prejudice the fundamental rights or freedoms of
data subjects.

(b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of
Regulation (EU) 2016/679.

CLAUSE 3 THIRD-PARTY BENEFICIARIES

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data
exporter and/or data importer, with the following exceptions:

(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7; @
(ii) Clause 8 — Module Two: Clause 8.1(b), 8.9(a), (¢), (d) and (e); OQ
(i) Clause 9 — Module Two: Clause 9(a), (c), (d) and (e); Q/QS
(iv) Clause 12 — Module Two: Clause 12(a), (d) and (f); Q

. O
(v) Clause 13; <\/

(vi) Clause 15.1(c), (d) and (e); OK
(vii) Clause 16(e); \2\
(viii) Clause 18 — Module Two: Clause 18(a) and (b). (8\'

(b) Paragraph (a) is without prejudice to rights of data subjects‘&@r Regulation (EU) 2016/679.

CLAUSE 4 - INTERPRETATION &Q

(a) Where these Clauses use terms that are defin@ﬁegulaﬁon (EV) 2016/679, those terms shall
have the same meaning as in that Regulation.

(b) These Clauses shall be read and inter@ed in the light of the provisions of Regulation (EU)
2016/679. SO

(c) These Clauses shall not be interpr Qin a way that conflicts with rights and obligations provided for
in Regulation (EU) 2016/679. O

CLAUSE 5 - HIERARCHY Q’

In the event of a contr ic"bn between these Clauses and the provisions of related agreements between

the Parties, existin time these Clauses are agreed or entered into thereafter, these Clauses shall
prevail. Q
CLAUSE §-B®ESCRIPTION OF THE TRANSFER(S)

The d of the transfer(s), and in particular the categories of personal data that are transferred and
the ose(s) for which they are transferred, are specified in Annex I.B.

CLAUSE 7 — DOCKING CLAUSE -

(Not applicable)



SECTION Il — OBLIGATIONS OF THE PARTIES

CLAUSE 8 — DATA PROTECTION SAFEGUARDS

The data exporter warrants that it has used reasonable efforts to determine that the data importer is
able, through the implementation of appropriate technical and organisational measures, to satisfy its
obligations under these Clauses.

8.1 Instructions

(a) The data importer shall process the personal data only on documented instructions from the data
exporter. The data exporter may give such instructions throughout the duration of the contract. Q}
tions.

(b) The data importer shall immediately inform the data exporter if it is unable to follow those m{Q

8.2 Purpose limitation Q/

The data importer shall process the personal data only for the specific purpose(s) ;\/ transfer, as set
out in Annex |. B, unless on further instructions from the data exporter. K\

8.3 Transparency \2\

On request, the data exporter shall make a copy of these Clauses, inc the Appendix as completed
by the Parties, available to the data subject free of charge. To the t necessary to protect business
secrets or other confidential information, including the meas scribed in Annex Il and personal
data, the data exporter may redact part of the text of the x to these Clauses prior to sharing a
copy, but shall provide a meaningful summary where th& subject would otherwise not be able to
understand the its content or exercise his/her rlghts request, the Parties shall provide the data
subject with the reasons for the redactions, to tf(% tent possible without revealing the redacted
information. This Clause is without prejudice to ligations of the data exporter under Articles 13
and 14 of Regulation (EU) 2016/679. Q
"0

8.4 Accuracy

N
If the data importer becomes aware Qe personal data it has received is inaccurate, or has become
outdated, it shall inform the datta@porter without undue delay. In this case, the data importer shall
cooperate with the data expo& erase or rectify the data.

8.5 Duration of procesng)and erasure or return of data

Processing by the importer shall only take place for the duration specified in Annex |.B. After the
end of all oblig deriving from the present Agreement , the data importer shall, at the choice of the
data exporte e all personal data processed on behalf of the data exporter and certify to the data
exporter th as done so, or return to the data exporter all personal data processed on its behalf
and del ;‘Existing copies. Until the data is deleted or returned, the data importer shall continue to
ensu;@ampliance with these Clauses. In case of local laws applicable to the data importer that prohibit

r or deletion of the personal data, the data importer warrants that it will continue to ensure
compliance with these Clauses and will only process it to the extent and for as long as required under
that local law. This is without prejudice to Clause 14, in particular the requirement for the data importer
under Clause 14(e) to notify the data exporter throughout the duration of the contract if it has reason to
believe that it is or has become subject to laws or practices not in line with the requirements under
Clause 14(a).

8.6 Security of processing

(a) The data importer and, during transmission, also the data exporter shall implement appropriate
technical and organisational measures to ensure the security of the data, including protection against a
breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure
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or access to that data (hereinafter ‘personal data breach’). In assessing the appropriate level of security,
the Parties shall take due account of the state of the art, the costs of implementation, the nature, scope,
context and purpose(s) of processing and the risks involved in the processing for the data subjects. The
Parties shall in particular consider having recourse to encryption or pseudonymisation, including during
transmission, where the purpose of processing can be fulfiled in that manner. In case of
pseudonymisation, the additional information for attributing the personal data to a specific data subject
shall, where possible, remain under the exclusive control of the data exporter. In complying with its
obligations under this paragraph, the data importer shall at least implement the technical and
organisational measures specified in Annex Il. The data importer shall carry out regular checks to ensure
that these measures continue to provide an appropriate level of security.

(b) The data importer shall grant access to the personal data to members of its personnel only, e
extent strictly necessary for the implementation, management and monitoring of the contra 0 hall
ensure that persons authorised to process the personal data have committed t e@%lves to
confidentiality or are under an appropriate statutory obligation of confidentiality. Q/

(c) In the event of a personal data breach concerning personal data processed b data importer
under these Clauses, the data importer shall take appropriate measures to addre breach, including
measures to mitigate its adverse effects. The data importer shall also noti ata exporter without
undue delay after having become aware of the breach. Such notification contain the details of a
contact point where more information can be obtained, a descript'o@)f the nature of the breach
(including, where possible, categories and approximate number of subjects and personal data
records concerned), its likely consequences and the measures tak% I proposed to address the breach
including, where appropriate, measures to mitigate its possibl rse effects.

Where, and in so far as, it is not possible to provide all inforﬁé\%n at the same time, the initial notification
shall contain the information then available and furt information shall, as it becomes available,
subsequently be provided without undue delay. Q

comply with its obligations under Regulati U) 2016/679, in particular to notify the competent
supervisory authority and the affected d@ jects, taking into account the nature of processing and
the information available to the data im[Q r.

(d) The data importer shall cooperate with an% a¥§t the data exporter to enable the data exporter to

8.7 Sensitive data (@)

Where the transfer involves p{c{onal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or t @ union membership, genetic data, or biometric data for the purpose of
uniquely identifying a aat person, data concerning health or a person’s sex life or sexual orientation,
or data relating to &I convictions and offences (hereinafter ‘sensitive data’), the data importer shall
apply the speci% trictions and/or additional safeguards described in Annex 1.B.

8.8 Onwarjg@sfers

The d@ orter shall only disclose the personal data to a third party on documented instructions from
the exporter. In addition, the data may only be disclosed to a third party located outside the
E@an Union! (in the same country as the data importer or in another third country, hereinafter
‘onward transfer’) if the third party is or agrees to be bound by these Clauses, under the appropriate
Module, or if:

1 The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European
Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection
legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into
Annex Xl thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not qualify
as an onward transfer for the purpose of these Clauses.
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(i) the onward transfer is to a country benefitting from an adequacy decision pursuant to Article
45 of Regulation (EU) 2016/679 that covers the onward transfer;

(ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47
Regulation of (EU) 2016/679 with respect to the processing in question;

(iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims
in the context of specific administrative, regulatory or judicial proceedings; or

(iv) the onward transfer is necessary in order to protect the vital interests of the data subject or
of another natural person.

Any onward transfer is subject to compliance by the data importer with all the other safeguards u@r
these Clauses, in particular purpose limitation. O

(a) The data importer shall promptly and adequately deal with enquiries from the (@a exporter that
relate to the processing under these Clauses. O

8.9 Documentation and compliance

importer shall keep appropriate documentation on the processing activiti ed out on behalf of the

(b) The Parties shall be able to demonstrate compliance with these Cw} particular, the data
data exporter. @

(c) The data importer shall make available to the data exporter all i tion necessary to demonstrate
compliance with the obligations set out in these Clauses and a ata exporter’s request, allow for
and contribute to audits of the processing activities covered r& Clauses, at reasonable intervals
or if there are indications of non-compliance. In decidin review or audit, the data exporter may
take into account relevant certifications held by the da? rter.

b

(d) The data exporter may choose to conduct the y itself or mandate an independent auditor.
Audits may include inspections at the premises or ghysical facilities of the data importer and shall, where
appropriate, be carried out with reasonable n

(e) The Parties shall make the informatioé}@rred to in paragraphs (b) and (c), including the results of
any audits, available to the compete@ rvisory authority on request.

CLAUSE 9 - USE OF SUB-PR SSORS

Not applicable OQ
<

CLAUSE 10 - DA BJECT RIGHTS

(@ Thed @1 orter shall promptly notify the data exporter of any request it has received from a
data@ject It shall not respond to that request itself unless it has been authorised to do so by
the\d,ata exporter

data importer shall assist the data exporter in fulfilling its obligations to respond to data

Q subjects’ requests for the exercise of their rights under Regulation (EU) 2016/679. In this regard,
the Parties shall set out in Annex |l the appropriate technical and organisational measures,
taking into account the nature of the processing, by which the assistance shall be provided, as
well as the scope and the extent of the assistance required.

(c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the
instructions from the data exporter.

CLAUSE 11 - REDRESS

(@) The data importer shall inform data subjects in a transparent and easily accessible format,
through individual notice or on its website, of a contact point authorised to handle complaints. It
shall deal promptly with any complaints it receives from a data subject.
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(b)

(©

(d)

(e)
()

e b D e

In case of a dispute between a data subject and one of the Parties as regards compliance with
these Clauses, that Party shall use its best efforts to resolve the issue amicably in a timely
fashion. The Parties shall keep each other informed about such disputes and, where
appropriate, cooperate in resolving them.
Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data
importer shall accept the decision of the data subject to:
i. lodge a complaint with the supervisory authority in the Member State of his/her habitual
residence or place of work, or the competent supervisory authority pursuant to Clause
13;
ii. refer the dispute to the competent courts within the meaning of Clause 18.
The Parties accept that the data subject may be represented by a not-for-profit b@y,
organisation or association under the conditions set out in Article 80(1) of Regulat@EU)
2016/679.
The data importer shall abide by a decision that is binding under the applicable@ Member
State law.
The data importer agrees that the choice made by the data subject will n ejudice his/her
substantive and procedural rights to seek remedies in accordance with icable laws.

CLAUSE 12 - LIABILITY \2\

@)
(b)

(©

(d)

(e)

(f)

)

Each Party shall be liable to the other Party/ies for any d rn@ss it causes the other Party/ies
by any breach of these Clauses. a\

The data importer shall be liable to the data subject, %e data subject shall be entitled to
receive compensation, for any material or non-m damages the data importer or its sub-
processor causes the data subject by breaching the third-party beneficiary rights under these

Clauses

Notwithstanding paragraph (b), the data r shall be liable to the data subject, and the data
subject shall be entitled to receive compen&ation, for any material or non-material damages the
data exporter or the data importer (aﬁﬂ&subprocessor) causes the data subject by breaching
the third-party beneficiary rights hese Clauses. This is without prejudice to the liability of
the data exporter and, where t@ta exporter is a processor acting on behalf of a controller,
to the liability of the controII er Regulation (EU) 2016/679 or Regulation (EU) 2018/1725,
as applicable.

The Parties agree tha ;gé data exporter is held liable under paragraph (c) for damages caused
by the data impor r its sub-processor), it shall be entitled to claim back from the data
importer that par(gqhe compensation corresponding to the data importer’'s responsibility for

resul reach of these Clauses, all responsible Parties shall be jointly and severally liable

and ata subject is entitled to bring an action in court against any of these Parties.

Tht?arties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim
from the other Party/ies that part of the compensation corresponding to its/their

responsibility for the damage.

The data importer may not invoke the conduct of a sub-processor to avoid its own liability.

the damage%
Where g than one Party is responsible for any damage caused to the data subject as a

CLAUSE 13 - SUPERVISION

@)

(b)

The supervisory authority with responsibility for ensuring compliance by the data exporter with
Regulation (EU) 2016/679 as regards the data transfer, as indicated in Annex I.C, shall act as
competent supervisory authority.

The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent
supervisory authority in any procedures aimed at ensuring compliance with these Clauses. In
particular, the data importer agrees to respond to enquiries, submit to audits and comply with
the measures adopted by the supervisory authority, including remedial and compensatory
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measures. It shall provide the supervisory authority with written confirmation that the necessary
actions have been taken.

SECTION IIl = LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY
PUBLIC AUTHORITIES

CLAUSE 14 LOCAL LAWS AND PRACTICES AFFECTING COMPLIANCE WITH THE CLAUSES

(&) The Parties warrant that they have no reason to believe that the laws and practices in the third
country of destination applicable to the processing of the personal data by the data impc@r,
including any requirements to disclose personal data or measures authorising access blic
authorities, prevent the data importer from fulfilling its obligations under these Claus€s™This is
based on the understanding that laws and practices that respect the essence of t@amental
rights and freedoms and do not exceed what is necessary and proportionate.jn & democratic
society to safeguard one of the objectives listed in Article 23(1) of Regula@EU) 2016/679,
are not in contradiction with these Clauses. <\/

(b) The Parties declare that in providing the warranty in paragraph (a), t e@we taken due account
in particular of the following elements: \2\

i. the specific circumstances of the transfer, including t e@g h of the processing chain,
the number of actors involved and the transmissi nnels used; intended onward
transfers; the type of recipient; the purpose of pr ing; the categories and format of
the transferred personal data; the economic in which the transfer occurs; the
storage location of the data transferred; @

ii. the laws and practices of the third country of destination— including those requiring the
disclosure of data to public authoyiti r authorising access by such authorities —
relevant in light of the specific c&lﬂmstances of the transfer, and the applicable
limitations and safeguards; ?“

iii. any relevant contractual, t@ical or organisational safeguards put in place to
supplement the safeg@@nder these Clauses, including measures applied during

transmission and to th cessing of the personal data in the country of destination.

(c) The data importer warrants ,"in carrying out the assessment under paragraph (b), it has
made its best efforts to p@e the data exporter with relevant information and agrees that it will
continue to cooperate with'the data exporter in ensuring compliance with these Clauses.

(d) The Parties agree %cument the assessment under paragraph (b) and make it available to
the competent s&/isory authority on request.

(e) The data i r agrees to notify the data exporter promptly if, after having agreed to these
Clauses for the duration of the contract, it has reason to believe that it is or has become
subje aws or practices not in line with the requirements under paragraph (a), including
following a change in the laws of the third country or a measure (such as a disclosure request)
i d-’fating an application of such laws in practice that is not in line with the requirements in

(éOagraph (a).

Q\ Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason
to believe that the data importer can no longer fulfil its obligations under these Clauses, the data
exporter shall promptly identify appropriate measures (e.g. technical or organisational measures
to ensure security and confidentiality) to be adopted by the data exporter and/or data importer
to address the situation. The data exporter shall suspend the data transfer if it considers that no
appropriate safeguards for such transfer can be ensured, or if instructed by the competent
supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the
contract, insofar as it concerns the processing of personal data under these Clauses. If the
contract involves more than two Parties, the data exporter may exercise this right to termination
only with respect to the relevant Party, unless the Parties have agreed otherwise. Where the
contract is terminated pursuant to this Clause, Clause 16(d) and (e) shall apply.
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CLAUSE 15 - OBLIGATIONS OF THE DATA IMPORTER IN CASE OF ACCESS BY PUBLIC

AUTHORITIES

15.1 Notification

(@)

(b)

(©

(d)
(e)

The data importer agrees to notify the data exporter and, where possible, the data subject
promptly (if necessary with the help of the data exporter) if it:

i. receives a legally binding request from a public authority, including judicial authorities,
under the laws of the country of destination for the disclosure of personal data
transferred pursuant to these Clauses; such notification shall include information t
the personal data requested, the requesting authority, the legal basis for the@ est

and the response provided; or
ii. becomes aware of any direct access by public authorities to personal d@msferred

pursuant to these Clauses in accordance with the laws of the country,of destination;

such notification shall include all information available to the impcyi/@
If the data importer is prohibited from notifying the data exporter and/o ‘H\ data subject under
the laws of the country of destination, the data importer agrees to @ best efforts to obtain
a waiver of the prohibition, with a view to communicating as muc ormation as possible, as
soon as possible. The data importer agrees to document its b@eﬁorts in order to be able to
demonstrate them on request of the data exporter.
Where permissible under the laws of the country of d \tion, the data importer agrees to
provide the data exporter, at regular intervals for th ration of the contract, with as much
relevant information as possible on the requests&etelved (in particular, number of requests,
type of data requested, requesting authority/ies, whether requests have been challenged and
the outcome of such challenges, etc).
The data importer agrees to preserve thtﬁmaﬁon pursuant to paragraphs (a) to (c) for the
duration of the contract and make it available to the competent supervisory authority on request.
Paragraphs (a) to (c) are without
Clause 14(e) and Clause 16 to i Y
with these Clauses. 6@

ice to the obligation of the data importer pursuant to
the data exporter promptly where it is unable to comply

15.2 Review of legality and da@nimisation

(@)

(

(©

The data importer a ‘ to review the legality of the request for disclosure, in particular whether
it remains within powers granted to the requesting public authority, and to challenge the
request if, aQ&a eful assessment, it concludes that there are reasonable grounds to consider
that the request is unlawful under the laws of the country of destination, applicable obligations
under in] tional law and principles of international comity. The data importer shall, under the
same cOnditions, pursue possibilities of appeal. When challenging a request, the data importer
shall seek interim measures with a view to suspending the effects of the request until the
&etent judicial authority has decided on its merits. It shall not disclose the personal data

Qéquested until required to do so under the applicable procedural rules. These requirements are

\
Yo

without prejudice to the obligations of the data importer under Clause 14(e).

The data importer agrees to document its legal assessment and any challenge to the request
for disclosure and, to the extent permissible under the laws of the country of destination, make
the documentation available to the data exporter. It shall also make it available to the competent
supervisory authority on request.

The data importer agrees to provide the minimum amount of information permissible when
responding to a request for disclosure, based on a reasonable interpretation of the request.



SECTION IV = FINAL PROVISIONS

CLAUSE 16 - NON-COMPLIANCE WITH THE CLAUSES AND TERMINATION

(@)
(b)

(©

(d)

(e)

The data importer shall promptly inform the data exporter if it is unable to comply with these
Clauses, for whatever reason.
In the event that the data importer is in breach of these Clauses or unable to comply with these
Clauses, the data exporter shall suspend the transfer of personal data to the data importer until
compliance is again ensured or the contract is terminated. This is without prejudice to Clause
14(f).
The data exporter shall be entitled to terminate the contract, insofar as it concerns@e
processing of personal data under these Clauses, where: Q
i. the data exporter has suspended the transfer of personal data to the diggporter
pursuant to paragraph (b) and compliance with these Clauses is not re% within a
reasonable time and in any event within one month of suspension;
ii.  the data importer is in substantial or persistent breach of these Cla ; or
iii. the data importer fails to comply with a binding decision of* mpetent court or
supervisory authority regarding its obligations under these\él\ S.

In these cases, it shall inform the competent supervisory authority of such non-compliance.
Where the contract involves more than two Parties, the data er may exercise this right to
termination only with respect to the relevant Party, unless n@arties have agreed otherwise.

Personal data that has been transferred prior to the ation of the contract pursuant to
paragraph (c) shall at the choice of the data e o@ immediately be returned to the data
exporter or deleted in its entirety. The same shallapply to any copies of the data. The data
importer shall certify the deletion of the data.te/the data exporter. Until the data is deleted or
returned, the data importer shall continu t@sure compliance with these Clauses. In case of
local laws applicable to the data importe t prohibit the return or deletion of the transferred
personal data, the data importer War@ that it will continue to ensure compliance with these
Clauses and will only process thi® to the extent and for as long as required under that local

law.
Either Party may revoke its é&nent to be bound by these Clauses where
i. the European @ ssion adopts a decision pursuant to Article 45(3) of Regulation
(EU) 2016/67 covers the transfer of personal data to which these Clauses apply;
or
ii. RegulatiQ& U) 2016/679 becomes part of the legal framework of the country to which
the nal data is transferred. This is without prejudice to other obligations applying
to@%ﬁcessing in question under Regulation (EU) 2016/679.

CLAUSE 17G3VERNING LAW

for thi

party beneficiary rights. The Parties agree that this shall be the law of Belgium

Thetsqeg.v‘ges shall be governed by the law of one of the EU Member States, provided such law allows

CLAUSE 18 CHOICE OF FORUM AND JURISDICTION

@)
(b)
(©

(d)

Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.
The Parties agree that those shall be the courts of Belgium, Brussels.

A data subject may also bring legal proceedings against the data exporter and/or data importer
before the courts of the Member State in which he/she has his/her habitual residence.

The Parties agree to submit themselves to the jurisdiction of such courts.
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ANNEX |

A. LIST OF PARTIES

Data exporter:

1. Name: The COST Association, an international not-for-profit organisation (AISBL) under Belgian
law, registration number 0829.090.573, represented by Dr Ronald de Bruin, Director of the COST
Association, hereinafter referred to as the “COST Association”,

Address: . Avenue du Boulevard - Bolwerklaan 21, 1210 Brussels, Belgium. . ................. @
Contact person’s name, position and contact details: . OQ

For practical implementation: Science Administration, science.administration@cost.eu. Q/QK

Data Protection Officer: NAME, privacy@COSt.BU . v v v vt v e e e et e e e e e e e e e Q ............

Activities relevant to the data transferred under these Clauses: Financing mobili%}gresearchers and
innovators in Europe K\

Role:. Controller. ... ... \2\0
x<Q

Data importer(s):
1. Name: .. InSHEUtioN. . . .. oo [
&‘0
Address: . .. Full address|. . . ..
Contact person’s name, position and contact detail@; . Grant Holder contact point as per article 22 .

Activities relevant to the data transferred undé\\hese Clauses: Financial, Scientific and Administrative
Coordination of COST Action NUMBER. :\(b ..........................

Role : Processor. . @Q
Q)
Q)

U
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B. DESCRIPTION OF TRANSFER

Categories of personal data processed

Identification data

Personal identification data Title, name, first name, private address, phone numbers,
email addresses (personal or professional at your
choice).

Financial data

Financial identification data Bank account numbers, expenses and sup

documents. @)
Personal characteristics Q\)‘

Z
Personal details Age, gender, year and place of birth, }:i\@ﬂenship.
Training and studies data o
J (S\’
Academic background and professional | Degree level, PhD thema, ye 6f%tart of PhD thesis, date
gualification of award of PhD, participatiofnin COST trainings.
Professional data
2

Position, instituti f affiliation (name and address),

Professional identification data place of Work tific field of expertise, research area.

Part|C|pat|0n\and role in COST Actions, your grants
(dateca ing agency(ies)), CV, ORCID id, professional

Career if any

X"
Sensitive data processed (if applicabl applied restrictions or safeguards that fully take into
consideration the nature of the data an risks involved, such as for instance strict purpose limitation,

access restrictions (including acces r staff having followed specialised training), keeping a record
of access to the data, restriction nward transfers or additional security measures. . ............

e Private address - g(/ate address is required due to bank regulations for effecting
reimbursement 0@ nses and may be used by the GH only for that purpose.

e Bank accoupt, nbimber — Bank account number may be used by Grant Holder only for

reimbursu&hglble expenses to the data subjects

Nature of t ggocessing

unIikeI(\@ancounter high risk for the data subject

Pmose(s) of the data transfer and further processing

Implementation of the Financial, Scientific and Administrative Coordination (FSAC) of the Action as
described in the Annotated Rules for COST ACHONS. « o v vt v e e e e e

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous
basis).

The Grant-Holder manager has access to e-COST on a continuous basis during the time of the Grant
Agreement.
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CCOS

IN SCIENCE &7

The period for which the personal data will be retained, or, if that is not possible, the criteria
used to determine that period

Duration of the Grant Agreement + extended retention period due to Error! Reference source not
found. of the Action Grant Agreement- Error! Reference source not found. obligations

For transfers to (sub-) processors, also specify subject matter, nature and duration of the
processing

Not applicable @
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EUROPEAN COOPERATION
IN SCIENCE & TECHNOLOGY

C. COMPETENT SUPERVISORY AUTHORITY

Identify the competent supervisory authority/ies in accordance with Clause 13

Autorité de protection des Gegevensbeschermingsauto Data Protection Authority
données, riteit Rue de la Presse / Persstraat
Rue de la Presse 35 Persstraat 35 35
1000 Bruxelles Belgique / 1000 Brussel, Belgié 1000 Brussels o
Belgium https://www.gegevensbesch https://www.dataprotectiona
https://www.autoriteprotectio ermingsautoriteit.be/burger uthority.be/citizen \.&
ndonnees.be/citoyen +32 (0)2 274 48 00 / +32 (0)2 +32 (0)2 274 48 00 / +32 (0)2
+32(0)2 274 48 00/ +32 (0)2 274 48 35, 274 48 35,

~
274 48 35, contact@apd-gba.be contact@apd-gba.be
contact@apd-gba.be O\\V

xQ

13


mailto:contact@apd-gba.be
https://www.gegevensbeschermingsautoriteit.be/burger
https://www.gegevensbeschermingsautoriteit.be/burger
https://www.gegevensbeschermingsautoriteit.be/burger
https://www.gegevensbeschermingsautoriteit.be/burger
mailto:contact@apd-gba.be
mailto:contact@apd-gba.be

-
-

[l

CSE

ANNEX I

TECHNICAL AND ORGANISATIONAL MEASURES |INCLUDING TECHNICAL AND
ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA

To be updated asap

Explanatory note

Description of the technical and organisational measures implemented by the data importer(s) (in@g
any relevant certifications) to ensure an appropriate level of security, taking into account ti@a re,
scope, context and purpose of the processing, and the risks for the rights and freed natural

persons. ‘Q
Measures for ensuring ongoing confidentiality, integrity, availability and resYﬁ%Ce of processing systems

and services
\@

Measures for ensuring the ability to restore the availability ands&s to personal data in a timely

manner in the event of a (Q

[Examples of possible measures:

Measures of pseudonymisation and encryption of personal data

physical or technical incident

Processes for regularly testing, assessing and ev,uating the effectiveness of technical and
organisational measures in order to

ensure the security of the processing \?\

Measures for user identification and authgr@n

Measures for the protection of data duri@ansmission

Measures for the protection of dat ing storage

Measures for ensuring physical ;géurity of locations at which personal data are processed
Measures for ensuring eveft$ logging

Measures for ensuri stem configuration, including default configuration
Measures for in |'IT and IT security governance and management
Measures fon@ ication/assurance of processes and products
Measureé\‘*rensuring data minimisation

Mea, for ensuring data quality

M?agures for ensuring limited data retention

Measures for ensuring accountability

Measures for allowing data portability and ensuring erasure]

For transfers to (sub-) processors, alsodescribe the specific technical and organisational measures to
be taken by the (sub-) processor to be able to provide assistance to the controller and, for transfers from
a processor to a sub-processor, to the data exporter

Not applicable
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ANNEX III - LIST OF SUB-PROCESSORS

Not applicable
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